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TPM
features

Hardware
features

Security
features

Cryptographic
algorithms

Single-chip Trusted Platform Module (TPM)

Compliant with Trusted Computing Group (TCG) Trusted
Platform Module (TPM) 2.0 Specification Revision 1.16

Based on TCG PC Client Specific TPM interface

Specifications 1.21

33 MHz Low Pin Count (LPC) interface v1.1 for Easy

PC Interface

Security architecture based on NATIONZ 32bit Security

confroller family

On-Chip Clock Generator

0~70° C Temperature Range

3.3V power supply

28-lead low profile TSSOP package and QFN32 package

Memory encryption

Reset filter

Environmental sensors

GM/T 0005-2012 compliance true random number
generator (TRNG)

Hardware hash accelerator for multi-hash algorithm

(SHA-1, SHA256, SM3)

Hardware Asymmetric accelerator Crypto Engine

RSA key generation from 1024bit
to 2048bit

RSA signature and encryption

ECC key generation is 256bit

ECC signature and key exchange

Hardware SM4 in ECB mode
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